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NDR

SIEM

Flow

Network Access Control

NGFW

Network broker
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Buabl XDR

Top 18 XDR Tools (2025 Edition)

Xcitium XDR

ZercDwell™ Containment

X xcitium

:-ru:I IJI'II‘|‘IF':| .-|=.-I:-|l|t-.

CrowdStrike Falcon

ff::rr'-pr ehefsng r-=r|||[:-r:-ir|+

: ‘:% ction with advanced

CROWDSTRIKE ork and endpoint

Heimdal XDR
Prevents advanced endpaint

4% Heimdal

intelligent automated

detection and response,

faster, more accurate threat
getaction.

Elastic Security XDR

Centralized threat hunting

WP elastic mdwivics o s

contaimnnent,

Cynet Security XDR

Advanced, holistic threat

(! C:ynet detection with precision-

driven autormated incident

handling.

SentinelOne XDR

Camprenansive endpoint,
cloud, and identity

protection with autonomaus

EEﬁtIHEI Dm response capabilities,

crosoft Defender

Unified protection far

5
viicrasolt

s |
WY Defender

Sophos XDR

Detects and responds
E’EDFHDE N b5, natwerk,

email, and ¢ I| d with

unified intelligence,

FireEye XDR

Combines advanced threat
‘.J — e Y = intelligence and extended

v Far unified

ction and agility.

Arctic Wolf XDR

A4S T monite AR, [Eroac Elie

ARCT!C 11.- qat detection, and
WOLF "'“F‘"r'=een=|..r|r.._

Trend Vision One

Crose-layered detection and

@ TREND irltl-.'!-'lﬂ.rl-.'.'l threat
I C RO

irtel Repterve @ s for proactive
breach pravention

Cybereason Defense

Continuoug end-to-end
vigsibility and res
increasingly complex

thraats,

Cisco XDR

Integrates threa

alialiy ' i
CISCO endpoints, ne

cloud for unified defense,

McAfee MVISION XDR

Enfiches threat |||THl|.|E'L-|| o

U HcAf'EE through multiple data

sources with Ellel'IkE

Fortinet FortiXDR

Al-driven analytice and

#» paloalto’

netwarks, and clowd.

ABILITY TO EXECUTE

Rapid7 @
Palo Alto Networks @

Fortinet @

@ CrowdStrike

Sumo Logic @

Huawei @
Datadog @

@ ManageEngine

Graylog @

COMPLETENESS OF VISION As of July 2025
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@ Splunk
@ Microsoft

@ Google

@ Securonix
@ Exabeam
@ Gurucul

@ Elastic

© Gartner, Inc
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Azure Service

SQL Azure Arc-enabled Azure Resource
Storage resources Manager
Network Traffic Server VMs Azure Key Vault
Industrial loT Azure Storage Azure App Service
Azure App Service Azure DNS
Microsoft Microsoft
Entra ID Defender for
«—»  Protection Cloud Third-party &
partners
) )
SIEM data
4 J
Microsoft < ) .
—> Sentinel Multicloud
<
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Phishing mail User opens Malware is installed Attacker gets Attacker uses the Attacker gets
a mail attachment the user identity identity to move laterally and exfiltrates

sensitive data

Mitigated by:

Defender for Office 365 Defender for Endpoint Defender for Identity Defender for Cloud Apps
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ECS (Elastic Common Schema)

314 device
315 4l
316 dil
317 dil

1294 process
1295 process
1296 process
1297 process
1298 process

2298 threat
2299 threat
2300 threat
2301 threat
2302 threat
2303 threat
2304 threat
2305 threat

2793 vulnerability
2794 vulnerability
2795 vulnerability
2796 vulnerability
2797 vulnerability
2798 vulnerability
2799 vulnerability
2800 vulnerability
2801 vulnerability
2802 vulnerability
2803 vulnerability
2804 vulnerability
2805 vulnerability
2806 vulnerability

device.vendor.name

dll.code_signature.digest_algorit...

dil.code_signature.exists

dll.code_signature.flags

process.entry_leader.user.name...

process.entry_leader.vpid

process.entry_leader.working_di...

process.entry_leader.working_di...

process.env_vars

threat.indicator.marking.tlp_ver...

threat.indicator.modified_at
threat.indicator.name
threat.indicator.port
threat.indicator.provider

threat.indicator.reference

threat.indicator.registry.data.byt...

threat.indicator.registry.data.stri...

vulnerability.classification
vulnerability.description
vulnerability.description.text
vulnerability.enumeration
vulnerability.id
vulnerability.reference
vulnerability.report_id
vulnerability.scanner.vendor
vulnerability.score.base
vulnerability.score.environmental
vulnerability.score.temporal
vulnerability.score.version
vulnerability.severity

vulnerability.status

keyword
keyword
boolean

keyword

match_only_text

long

keyword

match_only_text

keyword

keyword
date

keyword
long

keyword
keyword
keyword

wildcard

keyword
keyword

match_only_text

keyword
keyword
keyword
keyword
keyword
float

float

float

keyword
keyword
keyword

extended
extended
core

extended

core
core

extended
extended
extended

extended
extended
extended
extended
extended
extended
extended

core

extended
extended
extended
extended
extended
extended
extended
extended
extended
extended
extended
extended
extended
extended

array

array

SanDisk
sha256
true
570522385

a.einstein

4242

/home/alice

/home/alice

["PATH=/usr/local/bin:fusr/bin", "USER=ubuntu"]

2.0

2020-11-05T17:25:47.000Z

5295227

443

Irz_urlhaus
https://system_example.com/indicator/0001234
ZQBUACOAVOBTAAAAZQBUAAAAAAA=
"C:\rta\red ttp\bin\myapp.exe"]

CVsS

In macOS before 2.12.6, there is a vulnerability in the RPC...

In macOS before 2.12.6, there is a vulnerability in the RPC...

CVE

CVE-2019-00001
https://cve.mitre.org/cgi-bin/cvename.cgizname=CVE-2019-6111
20191018.0001

Tenable

b

B

2.0
Critical

open

G ITG Security

Vendor name of the device
Hashing algorithm used to sign the process.
Boolean to capture if a signature is present.

Code signing flags of the process

Short name or login of the user.
Virtual process id.

The working directory of the process.
The working directory of the process.

Array of environment variable bindings.

Indicator TLP version

Date/time indicator was last updated.
Indicator display name

Indicator port

Indicator provider

Indicator reference URL

Original bytes written with base64 encoding.

List of strings representing what was written to the registry.

Classification of the vulnerability.
Description of the vulnerability.
Description of the vulnerability.
Identifier of the vulnerability.

ID of the vulnerability.

Reference of the vulnerability.
Scan identification number.
Name of the scanner vendor.
Vulnerability Base score.
Vulnerability Environmental score.
Vulnerability Temporal score.
CVSS version.

Severity of the vulnerability.

Lifecycle state of a vulnerability finding.
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Mng N25

e Security OPERATION Center
e MSSP/MIS vs Monitoring
 MDR & MXDR
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Ntogm v npouecchbl O 176 Securty™

NHppacTpyKTypa KNMeHTa Cepsuc SOC Touka
T TT T TT T TTTTooToToooooooooooooooooooo \ TTTTTTTTTTTTomomomoomooomm-oes : B3anMoOeNCTBUS
: Jlor-konnekTtop : : : KJINeHTAa <--> SOC
I I I I
: SOC Agent «—— /var/log/ : : :
: | | | [Moptan SOC
I T I | | (Simple One)
| Server | | |
| | I < >
: v rsyslog | . |
: - [OCT VPN(C-Teppa) / I :
l ARM A A IPsec \ ’ !
: Windows > Mpokeu < 2. :
| | | AHanuTuk SOC |
: m : : :
| I | |
| | I I 4
| MexceTeBoif | | CTl-mogynb |
| 3KpaH | : o6oraLleHne nHamKaTopamm |
: : : komnpomeTtaumn OUbl: Commerce, |
: «[appa» | | OpenSource |
ARM
emmm - B33iMOfeCTBME — paboTa aHaANIUTUKA U AOCTYN KJIMEHTA 15/18

e=mmms - AreHT — EDR Elastic Defend Ha xocTax + NDR-TenemeTpus e - Syslog — ceTeBble cpeacTBa 3awmThl (IPS/IDS, MexceTeBol aKpaH)
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Seen Previously
€3

Yes Increment seen

></ count
Receive Unknown

&3

Update

seen count and Update Case )
timestamp

e Add

, timestamped
URL to seen list

End

€3 €3

Submit IP Format IP
reputation Results

&3

Update Case

&3 =
Email Watch
Floor

e \ Both » & Yes

: Format WHOIS
Extract domain O/ \\ Get WHOIS

Format Email
or IP results o
Suspicious

markers presnt

Domain

. Submit domain Format domain
reputation results

£3 £3
q Convert to Submit URL Format URL )
URL reputation results

&3 €3 &3

Submit URL Get detonation )

Format

detonation

detonation results
results
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SOC Agents

Enterprise Infrastructure
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